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Preliminary Setup

The first step is to register at http://www.no-ip.com. This means that whatever your IP address is,
your server will always connect to your computer. This is useful for people with dynamic IPs, and a very important
step for keeping your bots.

If you already have a No-IP Host, SKIP THIS STEP!

Vol (9 http:/faan.no-ip.comy

(.2 No-IP - Dynamic DNS, Static DNS for...

Managed DNS

No-IP Plus, The complete managed DNS Solution

Easy to use interface. Complete control over your domain.
FREE dynamic DNS update client. Includes 50 hosts/sub domains.

VMOI'e Info Additional Services

¥ No-IP Enhat

Y/

FROM e
[ Register Your Domain [com  [w]

_ POP3 / IMAP Mail " Feature Hightlight

Create a FREE Outsource your =) & Configure your

hostname to ) | ’ mail service ; # router to work No-IP Monitoring
point to your \1 administration *—' with No-IP.com er monitoring
dynamic IP (d inc :

See what oyfer 6.5 million users Packages including 100MB to 2GB Our DDNS is included in many
are fJalking ahout of storage, webmail access, hardware routers
us for FREE! advanced spam and virus filtering! We'll help you get started.

As low as $19.95 per year.
Follow Us

Client Login | ContactUs | Sitemap | Termsof Service | Privacy Policy | Blog

Home # Services * Managed DHE # Wo-IF™ Free Cynamic DS
*" No-IP Free - Tired of remembering your dynamic IP address?

Use our Mo-IP™ Free Dynarmic DMS (DDNS) and redirection service to map a static or dynamic [P
address or long URL to an easy to remember subdomain such as yourname.nao-ip.org.

+ Runasereron a dynamic [P {DHCP) + Remotely access your computer
+ Industry leading dyharnic DNS (DDMS) + URL redirection / port 80 redirection

+ and aFree Dvnamic DMNE update client

Related Services

Sign Up for Mo-IP™ FREEI W o IP Plus
Email Address: [Youremail@yourlSP.com Sign Up Now!

Try us out for free

Mo-IP Free is our entry level service. Use yourname.no-ip.com instead of 2 hard to remermber IP address or URL.
Additionally use our dynarmic update client to keep track of your dynarmic |P address. You will always be able to getto your
computer even ifyou IP address is dynamically assigned

Applications Created with

Mo-IP's Dynamic DNS senices has many applications. Remotely connectio your computer fom "un a pErsOngy
website, access your DYR, tun a FTP, game, o mail server. The options are endless |' t

Port 80 Redirects dowenlod

Many residential ISPs Block port 80, Mo-IP Free DNS enables you to run a wehserer on a non-standard por, yet users
accessing your site never have 1o enter a port number. For example hitp:fyourame no-ip.cornd can redirect to



http://www.no-ip.com/
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Enter your e-mail address and click Sigh up Now!

Pl (2 httpeffaesno-ip.cam/newdlser.php

(;) No-IP - The DNS Service Provider

P is Free, Sign up Now!
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Fill out your details in the form and accept the T&C. You can use fake details if you are planning on
using your RAT for highly illegal activities but it doesn’t make much difference.

)

$

@ NoIP - The ONS Service Provider - Mozill Firefox S SN W T . o N ST | ||
File Edit Y e .

-

Home * Free Signlp

Confirmation email is on its way!

A confirmatio | has been sent to the email address you provided. The confirmation email will include a link that you must click on to verify your email
address. Once your account is confirmed you will be able to login and use our services

Preview of email

From: No-IP Registration <unmonitored-webmaster@no-ip.com=
: No-IP.com Activation

Please visit our sL on to view our Getting Stal Guide and review our FAQ and knowledge base.

If you have a dynamic IP address and wish to take advantage of our dynamic DNS service you will need to download our dynamic DNS update client (DUC)
While you're waiting for that confirmation email to arrive go ahead and download the client. Just select your OS helow

Note: You must confirm your account hefore you can utilize the No-IP DUC (Dynamic Update Client) software

Select your Operating System:

s/
!

- -
Windows Creﬁte S'Elmth

nux/| nix

- F DF
Client Login | ContactUs | Sitemap | s of Priv q "

P

o-IP.com - Vitalweres Internet Soly

A R >E®S FE
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You should end up with a screen like this. Firstly go to your e-mail inbox and click the activation link
in your email.

&) Google Mail - No-IP.com Activation
Ei it Hi

The DM
\\E 010
Mail

Compose Mail

1C

Inbox

Dismiss

info now |
ar

« Back to Inbox = Archive = Report spam | Delete Movetow | Labelzw More actions w

Buzz @
Starred 7§ MNodP.com Activation 1nbex | = S
Sent hail 5 " - ]
Drafts Ho-IP Registration to me show details 12:59 AW (3 minutes ago) € Reply | ¥
Personal Congratulations, the MNo-1P account _has been created. To activate your account please click on the
Travel activation LURL below.
B more

Mo-IP's basic dynamic DNS service is free, made possible by our paid services. If you are interested in dynamic DNS for yaur awn
Contacts domain please consider our Mo-IP Plus service. For more information about our paid services visit http:/fwew.no-ip. com/services .
Tasks

RL:

= Invite a friend
Give Google Mail to:

Preview: Invite

© Reply

Remember that you can use 0ur§x;mc update client to automatically update your host when your dynamic IP address changes. You
can download the client at http:/# \ic-ip. com/dovnloads. php .

If you have any further guestions, please réder to our FAQ at hitp:Aeeew. no-ip.cormffag. pho and guides section at http:/Aweey no-ip. com
fouides. php. If you still have guestions contadt support by opening a trouble ticket at http: . no-ip. comdAicket! .

Thank you for choosing Mo-IP.com

@ Reply to all  =» Forward

Hey, this is important: We don't have a password recovery email address or phone number for your account. If you lose access, we may not be able to help you. Add

1 of 57 Older »

3 Mew windo
& Print all

Spaonsored Links

Pay Day Loans in 1 Hr
Instant Approval - Mo Paperwork
All applications accepted

ww. MakeTodayPayday. co.uk

Remortgage Now at 1.8%
£200,000 rermortgage from £367/ma.
Mo Obligation. Get a free guote now
wwew. lendgo.co.uk

Loans With Bad Credit

Get Fast Loans From £250 - £15,000.
Bad Credit & CCJs OK. Apply Now!
MovyorriesLoans. co ukfbpnlyHere

Personal Loan?

Personal Funding For Professionals
Uk!s Mo.1 far Professional Finance
wiaewy. L-0-F . co.uk/PersonalProfession

More about...

Where Is by IP Address »
Email Hosting »

Free Hosting »
IP Search »

About these links

m

a ol Sy m E [ F !_-- i)

You should receive something similar to this, just click this link.

01:03

You will then be directed to a new tab/window telling you your account has been activated, just click

login.

ider

DI'I'IE

Download Services Support Company

No-IP is Free, Sign up Now!

Home * Free Signlln

+ Account Confirmed!
Your account has been confirmed and is now ready for use. Please use the login box above to [ooin to your accourt.

Pleaze note: *our Mo-P Free host names must be updated every B0 days to keep your accourt active. For an account with no expirstion, add maore than 5
free names and many other benefits consider [o-IP Enbanced or t0 USe your own domain consider Mo-IF Plus

Limited Time Offer

Sign-up for Mo-IP Enhanced within the nesxt 4 hours for only $5 95 (Save $4)

= Save time because your account won't expire - no need to update your account every 60 days to
keep it active.

# Create up to 20 host names 1

# Chonse from over 50 domain names that are less impacted so E?ﬁ;ﬁﬁh‘@“‘ghe you want

L]
amh mi PDF
Just enter coupon code EN934 upon checkout to take advantage of nl m p

download the free trial on

| APl | ClientLogin | ContactUs | Sitemap | Termsof Serwice | Privacy Policy | Blog
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Login using the details you entered earlier.

@ Login to No-1P - Mozila Freio I MG TN e W ST | | o)

File Edit

(.2 Login to No-IP

“Download Services Support Company

User Login

Client Login

Home * Client Login

Additional Services

o | = o
Email: |youremail@yourl SP.com

¥ No-IP Enhanced
ur No-IP

Password: |
unt to unl

featur

Forget you ? No problem, C
Tt Yaurp BERRIEIIGS ¥ No-IP Backup DNS

If you are not currently a registered user of No-IP.com,
and would like to be for FREE, rec as a new user

your ISP b

Follow Us

| »

A a® H>ES FE O 01:10

X

; Your No-IP

Usernames Now Available
MNo-IP is now allowing usernames as an option for logging into the website and dynamic update client

F 1 Sm Monitoring authentication. Usernames will come in handy when using a third party dynamic update client that
and Failover has username character limitations,
AT g skl =
“Click here for o —_— i
Username: | | Create |

2 Need Help? Note: Make sure the username you create is what you want as they cannot be changed
once you set them. Usernames must be 6-15 characters.
* Support Center
* Basic Troubleshooting
Guide Pointless, welcome to your No-IP! Last Login: 2010-05-31 17:11:40 from I (NN

* Support Ticket . : i i
" You have successfully logged into No-IP's member section. To start using No-IP's services select an icon below or

" Contact s choose an itern from the navigation above
» Twvitter
+ Facehook : Created with
Manage Domains Add Domain Refer Friend Add a Host Manage Hosts

+ No-IP Blog ™ FDF‘

Find a Domain Namei:
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https:/Aaw.no-ip.com/mermbers/dns/

e E—
X

Domain Registration  Mail  SSL Certificates  Monitoring Backup DHS Renew/Activate

+ Add Host

+ Manage

sts
+ Manage Groups Current Hosts: 0 of § Need More Hosts? Enhance Your Account!  UZCECUETIS
+ Download Client

+ Upgrade to Enhanced Host RL wd

n

e Hosts By Domain

m

-- No Hosts --

“Add a .

o 24I7 Server Monitoring
. and Failover
" Click here for more info |

2 Need Help?

* Support Center

* Basic Troubleshooting
Guide

* Support Ticket

* Contact Us

+ Tuwvitter

Click the “Add a Host” button.

+ Manage Hosts

Fill ot the following fields to configure your host, Sfter you are done click 'Create Host' to add your host,
+ Manage Groups

+
Rowtioadiclent + Own a domain name?
+
Upgrade to Enfianced Usge your ovven domain name with our DS system. Add your domsin name nowy of resd more for pricing and festures.

| Nowd ndunFlmcy Hostname Information
~4 for your mail server?

Hostname: | vouickHere lngzyte. com RE @
_ - . bounceme. net -
Host Type: @ DNS Host (4) () DS Host (Round Rokir) hopto.org =]}
g 247 Server Monitoring . . riyftp. biz
¥ and Failover ) Port 80 Redirect ') Web Redirect myftp.org
-—_ T, SO
Click here for more info
IP Address: | 95.143.112.98 neipifo @
. nio-ip.org
ﬁ Need Help? Assign to Group: | . Np Group - E| [redirectme.net @
zervebesr com
* Support Center Enable Wildcard:  Wildcards are a Plus f Enhanced feature. Upgrad serveblognet =]
+ Basic Troubleshooting servefc;ounterstnke.com
Guide serveltp.com
) 3ErvVegame. com
+ Support Ticket zervehalflife. com =
+ Contact Us = : ; servehttp.com L 1
Accept Mail for your Domain serveirc. com =
Let Mo-IP dio the dirty work. Setup POP or forsearding for your nams. servemnp.com
SErvepics. com

servequske com
m e

+ Tuvitter MX Record MX Priority
+ Facebook
+ Mio-IP Blog

Enter the name of your external mail exchangers (mx records) as hostnames not IP addresses.
5 [+] e

If wou would ke & more MX records, please upgrade to Mo-IP Plus or Enhanced.
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Put your nickname/user into the hostname box, it can be anything you want and select an ending, | use

no-ip.biz but it can be whatever you want. Leave the DNS Host (A) box checked and then leave
everything else untouched and click “Create Host”

Now Download the No-IP DUC Client, this allows your computer to update No-IP with your IP

address so your server still connects. Go to https://www.no-ip.com/downloads.php and select your
OsS.

0 Dovrions e Dpnamic DN U e TS

®roiv S :

Home “Download | Services Support Company

Logged In
Downloads

Home * Dow

m

DNS update client cortinually checks for IP address changes in the background and automatically updates the DNS at No-IP
whenever it changes

Choose your operating system below to download the appropriste client for your system.

Select your Operating System:
/3]
oy

Windows Linux/BSD/Unix

HOTE: You must add hostnames on the website first before you can have the updater update them.

Interested in writing your own client? Checkout our easy to use dynamic DNS update AP

Follow Us

Download the most recent STABLE release.

Created with
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download the free trial online at nitropdf.com /professional


https://www.no-ip.com/downloads.php

Blackshades NET 3.5 User Setup Guide SakiMCM

l; Download a Free Dynamic DMNS U... x

Home Download Services Support Company

Logged In
Downloads

Home * Doeeerlosds * Windows
+ Dynamic DNS Update Client for Windows

Additional Services

- ¢
Keep your cur ost or domain with our Dynamic Update Cliert (DUC). Cur No-IP Enhanced
hynamic DNS up ortinually checks for changes in the background and automatically updstes the DNS Y el
at Mo-IP whenever it changes.

|
DOWNLOAD.COM

Download now! M
Download 2.2.1

To download the windows update client, click one offhe links ahove and save the file to yvour hard drive. Douhle
click the downloaded file and follow the an screen djrections

After the install is complete, the application will runJand ask foryour account information. Once this infarmation
has been provided vou will be given a list of hosts fo update to the machine you installed the update client on.

HOTE: You must add hosthames on the website first before you can have the updater update them. Follow Us

This one.

I’m going to assume at this point that you aren’t completely computer illiterate and can download and
install a programm.

So, after you’ve installed No-IP DUC, start it up.

MNo-IP DUC

Fleaze enter pour e-mail addrezs and
pazaword below, Don't have an account’?
Mo problem, click here to zign-up freel
Forgot pour pazsward? Even better,

click here to have it e-mailed to poul

E-Mail Addrezz  Touremaili=Eyaurl SP.com

HEHEEEEX

Faszward

| Ok || Cancel |

You should get a splash screen and then the login screen will appear. Enter the information you used
earlier to register with Mo-IP and click O.k.

Created with
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Account uzed for updates: ([ D

To submit a bug/suggestion pleaze click here and fill out the form.

Please check the hosts pou want updated, checks take effect immediately.

Groups
Hogts

© .

Updating ta IP; NAT Router/Prox NN~

[THE UT. Jo ] PEUTESWFL P HIEdSE Wl

[Tue 01:52] Irvalid Uszemame/Pazzsword, pleaze click here to edit,

[Tue 01:52] Retrieving hosts, please wait.

[Tue 01:52] Irvahd Uszemame/Pazzword, pleaze click here to edit.

[Tue 01:52] Retrieving hosts, please wait,

[Tue 01:52] Host retieval complete. To add/sremove hosts, click here.

[Tue 01:52] Updating host: [tz

[Tue 01:52] noeip.biz: DMS is current, no update
needed.

1 |

If all goes well, you should log in and be presented with this screen. Click in the box next to your host
(the one you created earlier) and if you get a smiley face then it’s worked.

Port Forwarding

I’m not going to tell you how to port forward as every router is different and doing so would take
hours. Visit http://portforward.com/ and chose your router and follow the instructions on the website.
Make sure you forward both TCP and UDP on your router. It doesn’t matter what port you choose as
long as it is the one you enter in the server setup, Blackshades recommends 3080 so use that. You also
need to forward a transfer port to be able to download files etc. from your victims. It’s easiest to
forward a range of ports so 3081 is the best one to use. This is VITAL, without this you can’t run your
RAT. Port Forward Ports 3080 and 3081 and you’ll do fine.

Created with
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Blackshades NET

Blackshades NET - Connections: 0 [Asynchronous mode]

Load
Refresh

Create new

Renarme

Delete

Open up Blackshades NET Client and Log in. Then navigate to the “Create Server Tab” Tab.

Then right click in the far left box and click “Create new.” You should get this window. Just choose a
name for your server then click OK

Create profile

You should see a profile with that name in the profiles box. Double click on it

Blackshades MET - Connections: 1

Just enter the information as normal.

Created with

M nitro™F professional
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Box Enter

IP/DNS Your Host Name that you created on No-1P.com (yourhost.no-ip.biz) If you use more than
one DNS, you can, just separate them with a colon e.g. DNS1:DNS2:DNS3 etc.
ConnectionPort [The port that the bot connects to. You may pick any number for this.

Transfer Port | 3081

Server ID A name to Identify your server, useful to Track it during spreading
Filename What you want your server to be installed as. It will output your file as this but you can rename
Install Path Where you want your server to be stored App Data is better

Install Mode | Install — Copy the file to the directory; Melt — Delete file after it’s run; Protect process will
not allow the process to be killed. Do NOT check any of these with .NET crypters!

Delay How long after your server is run before it is installed (Tricks some AVs)

HKCU The Registry entry for the server.

ActiveX Press Generate a couple of times

Mutex Press Generate a couple of times, prevents it from being run numerous times on one machine
Other Infect USB — Helps with spreading; Compress — reduces server size; Change Icon — changes

the server icon; Clone File Information — Makes your server appear to be a normal file.

Click save so that you can use the profile again, then Click Build!

Blackshades NET - Connections: 0

Navigate to the “Settings” tab and enter in your port details and Encryption key into the port boxes
and encryption key box. If you chose a different Transfer port, you need to enter that as well. Then
click the activate button. Congratulations, your computer is now ready to connect to the sever you just
created, try running it on yourself and see.

Use the info tab to determine your max requests / sec. It is OK to leave it at 20.

TO TEST, PLEASE USE THE "'TEST PORT' ON THE SETTINGS TAB. IF THAT REPORTS 'SUCCESS', YOUR PORT
IS OPEN WITHOUT ANY ISSUES. IF YOU RUN THE BOT ON YOURSELF TO YOUR NO-I1P, CHANCES ARE THAT IT WILL

NOT CONNECT TO YOURSELF. TRY IT OUTSIDE OF YOUR NETWORK. YOU ARE DONE SETTING UP NOW!
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Web Interface

One of the coolest and best features of Blackshades NET 3.5 is its web interface, which allows you to
control your bots from a remote computer, or even an internet enabled phone! To set up the interface,
first navigate to the web folder of your Blackshades release. This is located within the data folder.
Once there, navigate to the file named “Users.txt” You should see a file like this:

*

| j us.ers.b:t‘— N-::ut...-l =Nac -Eh]

File Edit Format  Wiew Help

Rdmin:bssnetradmin -
userl:test:iguest
Uuser:testiguest
Users:testiguest

b /
Now for obvious reasons, you don’t want to leave all these users on the list, as it would leave your
interface wide open to an outsider. Instead, Delete all the logins and create your own in the format;
Username:Password:Privileges. The privileges can either be admin or guest, guest having less control
than an admin. Then save it. Once you’ve done that, return to the Blackshades NET Client Settings
page and find the Web interface section.

'Web interface "Web interface - Permissions

Guests

Fart:
+| Fing w| P iids

Izers:

W | DDoS
¥ | Download and execute

| Uninztall

Apply

Now, you need to choose a port to run your server off, I chose 33, but it doesn’t matter which number.
You then need to forward it in much the same way as you did before. You then have to decide what
you want to be able to do on the interface. Click on the “Permissions” button and select all the options
you want.

The final step is to start the Web interface and navigate to it in a browser. To access your Interface
from another computer, simply enter either your static IP followed by Port e.g. 10.87.193.201:88 or
enter your DNS followed by port e.g. YourDNS.no-ip.biz:88. Then login with the credentials you put
into the users.txt file. It’s simple to navigate when you get in there, so I don’t think I need to explain
that.

Done! That’s it; you’re all set to go. Hope you managed that all 0.k. © If you have any questions feel
free to ask either myself or any of the forum team on the Blackshades NET forums.
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